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Agenda

1. EU-Japan collaboration- International Mutual Recognition of Trust Service Infrastructure
using eSeal

2. LEI and vLEI for the trusted data exchange
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1. EU-Japan collaboration

- International Mutual Recognition of Trust Service Infrastructure using eSeal
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EU-Japan collaboration
International Mutual Recognition of Trust Service Infrastructure -eSeal ( digital seal )

« EU and Japan have been working to establish the International Mutual Recognition of Trust Service

Infrastructure using eSeal
« Following 4 pillar model to establish digital trust framework in the 3 layered digital trust architecture
« Conducted POC exchanging curbon neutral and CO2 offset management data

| _Item | EU | UK | US| _Japan | India___

Public
Certification
Service for
Executive Individuals law .
1 Legislation  eIDAS UK-eIDAS Order Commercial I?;z;'::f'““ Act
13526. Registration ogy
Law
Electronic
Signature Act
Two steps of National
EU . Regulator -
2 Accreditation Commission, E::lmnal Fﬁﬂzﬁlm ent National body Controller of
Member y g Certifying
States Authorities (CCA)
Technology
3 Standard IS0, ETSI ISO ISO, NIST IS0, JIS CCA / WebTrust
Root Certificate
4 TrustAnchor | ¢y ‘MsTL UKTL FBCA Government BCA  Authority of
Chain .
India (RCAI)
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Item comparison among standards — 40% equal

e-Signature Act and subordinate
regulations in Japan Y g
o e-Signature Act ETSI standards Web Trust Classification
¢ Implementing Regulation ¢ ETSI EN 319 401 ® WebTrust for CAv.2.00r | |AATL
® Guidelines on Accreditation ® ETSIEN319411-1NCP = later ¢ Adobe Approved Trust List
e Policies of Investigations ® ETSLEN 319 411-2 ® SSL Baseline with Network | | Technical Requirements
e Accreditation criteria QCP-n or QCP-I Security Principle 4 version 2.0
4 y y | 4
I _
- E [l gl (gl |elalr - el el hra 8
T e B
Implemented
We made ; ]
Big Mapping Table ::
(988rowsX20columns) -~ |F it =
' ? ' # of ltems Rate
_ e
== E | A Equal 213 40.90%
' B Implemented 126 24.20%
A Equal
We c|asi-,ified mfapping B Implemented C Minor differences 164 31.50%
results into four . .
categories C Minor differences D. Adjustments required 18 3.50%
D. Adjustments required = 521
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White Paper
- Comparison report of international mutual recognition for trust services infrastructure

Comparison Report of
International Mutual Recognition for b SR

. To achieve intermnational safe and secure data distnbution in cyberspace, International
Trust Services Infrastructure

mwtual suthentication of trust servicss is necessary, Electronic authentication is designed
to prevent spoofing of senders and receivars, Especially in digkal trade, it is intended to
prevent the spoofing of person, organization, thing, process and product. Blectronic
signature Is used to prevent data tampering, The bilaterad Infrastructure with electronic
authentication and electrorec signature is called a Trust Service Infrastructure.

| ® Bilateral Electronic Authentication and Electronic Signature
arrangements
® Cyberspace consists of Data, Person, Organization, Thing,
Process and Product
# Electronic Signatures prevent tampering of data

* Electronic Authentication prevent spoofing of Person, Organization,
Thing, Process and Product

b
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Diagram 1-1: Bilateral Bectronic Authertication and Electronic Sionasture

Click here for the comparison report

The DFFT reafization is easier to understand if it is crganzed In three layers, The upper

leval is the Trust Application Service layer, which performs data inputyoutput and data
https://d-trust.sfc.wide.ad.jp/ usage. The middle layer, the Data Distribution Layer, performs secure data exchange

between entities. The lower Trust Serace Infrastructure layer provides trust to prevent

spoofing and tamperng.

Keio UniverSity It can be regarded as the global interoperatility of the Trust Service Infrastructure fayer &
essental to realize OFFT. Therefore, we should achieve international mutusl recogretion of
October 30, 2024 Trust Service Infrastructure

nttps://d-trust.sfcwide.ad.jp/assets/pdf/IP-Elndia_Comparison_Report_International_Mutual_Recognition_r9.pdf
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2. LEl and VvLEI for the trusted data exchange
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Who is Global Legal Entity Identifier Foundation (GLEIF)

= GLEIF is a not-for-profit Swiss foundation, The Financial Stability Board (FSB) and the Group of Twenty (G20)
founded by the Financial Stability Board (FSB). have endorsed the LEI. Global LEI System and GLEIF.
= GLEIF is overseen by the Regulatory Oversight Committee res the ot
(LEI ROC) with pommessil el b auonies integrity of the Glabal
LEl Systarm
— 71 regulators and
— 19 observers o 2. Global
. Regulatory Legal Entity
— from 50 countries, Oversight S i
ommittee Foundati
* GLEIF Board has 18 independent directors (ROC) Py

= 38 accredited Partners for LEl issuing (LOUs) and growing

= > 2.8 million issued LEls to date available as open data
without IP or copyright protection.

3. Local
Cperating
Units (LOUs)

g5 LEIS ta l=gal entities
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LEl as the ‘Passport Number’ for Legal Entities Globally

LOI;:.. [ National ID ]

Individual

@ [ National Business Registration ]

Legal Entity
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LEl and VLEI - Globally standardized Legal Entity ID and Verifiable Credentials

= 20-digit alphanumeric code * Always includes an LEI|
(Example: 506700GE1G293250X363) = Can in addition identify persons in
= Connects to key reference data roles connected to an organization

(Name(s), address(es), other identifiers)

* Enables authentication, permissioning and

* Provides identity — no more, no less signing
vLEls .
SDE?DDGE 1629 32 5&)(3 53 Legal Entity Identifier PFerson Identification Role
(LEI Standard) (5tring) (5tring)
I |
506700GE1G293250X363 lohn Doe CEQ
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Benefit of VLEI - Verifiable Credentials with Trust of GLEIF

Roll relationship diagram — GAR, DAR, QAR, LAR

To summarize the capabilities of the vLEI:
GLEIF avi Legal Entity
o~ =

~— (1]

1. Solutions for "Authenticating” the Identities of Organizations and People Globally R —————
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— Authorization to report to authorities as an organization I | _
i i ‘ ‘ i ‘ T sE?on Documents Wallet 1 |7 Macea g vLEI
VCthat is issued in a globally standardized procedure in a machine-readable form I —
- Prevent and automate the risks of identity theft and counterfeiting that come with . o
_l_:!_ig_italization Rl i [ 2
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The Value of the LEl in

Cross-Border Payment Flows

Faster, Enhanced Enhanced
Cheaper KYC Fraud & Corporate
& Customer - 4 Vendor Scam -> Invoice
Onboarding Detection Reconciliation
® o ®
Automated search of Automated ERP system supplier Verification via digitally
LEIl Index to gain rich, verified verification with digital signed e-invoice with

data about legal entity credentials with LEI embedded LEl embedded

Increased Efficiency in Screening (e.g. Watch Lists & Sanctions)
Precise matching based on LEI rather than entity names
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Greater
Accuracyin
Account-to-

Account Owner
Validation

Ensures the LEI associated with
the account being credited
matches the payment information

The EU-Japan Digital Week is organised as part

of the EU-Japan Digital Partnership




VLEIl in Trade

Cross-border | Fraud and risk mitigation HLELEL Supply chain ESG stewardship
payment inclusion Efficiency
= AML Screening = Sanctions * Accesstotrade = Llackof = Regulation
= Realtime due = |nformation in silos and supply interoperability compliance
diligence * Name matching ambiguity chain financing = Fragmentation = Cost
llenge = Cost = Manual work
prone to error

* Minimize false * Cross-border Identification of = Validated again * Unambiguous = Machine readable,

vowan the el bt e P o L,
"= registers easily integrated
(V)LEI help? and indirectly (e.g. customs, : security i
insurance) *  Minimize fraud ol e
Repository

Unique, accurate (high data quality), scalable, consistent (parent relationship data), users can challenge it.

Digital and cryptographic advancement of the traditional Legal Entity Identifier (LEI). vLElI enables decentralized and automated
validation of an organization's identity.
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Example: E-bills of Lading

E-bills of lading has information about the entire transaction

& v

& Exporter of goods

Trade systems

& Vv

P Shipper of goods Payment process {sp
Logistic systems Authenticate legal entity or its authorized [ulsELL = {op
individuals
Data/document sealing or signing A Financial systems
{E} Vv Onboarding and permissioning of individual
& Importer of goods users

Trade systems
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Example of the European Banking Authority POC
User Authentication, Access Grants, and Digital Signatures

UL TR PR S SAUTRE A T A

Permissions
to the Authority Portal

Submitter Submitter Submitter Submitter
T @ T @
f= M J P
o O O o
= 5 £ = Organization & Personal
]
% = % % Authentication

B
—

1

Bank A Bank B Bank C Bank D
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VLEI business use case in the Japanese Market

- Supply chain management, KYC in the Financial transactions

= RBH

Accreditation Organization =AO

Digital Certificate Organization =DCO
Revocation Administration Service =RAS

Digital Certification Platform (JPN) Business Unit = BU

m Technical Architecture of Pilot Platform

BU ID application &

.issuance | VvC |
- BU A :
(ICT) ™

Verify BU ID VP
- ,'
/
BU ID validity check BU B = =
acT)
\\
Verify BU ID VP
(Across industry g
and country) \

BU ID application & //
issuance ‘ /

—————————————— vC
— BUC D10 g

(SemiCon)
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Bank A Bank B Bank C
D Balance ID Balance ID Income
Assurance Certificate Assurance  Certificate Assurance Certificate

g @ R @ @ ©
I I e e

Utilize VCs from Fls to
the transactions with
other Fls DID

Present only VCs they
need upon Fl's request ‘

o6 | felo folo

Credit Card . Housing Loan Bank D
This customer has Check the loan Check the
transactions with balances at account
Bank A and their Bank A and certificates of
annual income Bank B and Bank C and
can be confirmed, sign a mortgage Bank D, then
so there is no contract. open a;1
problem. account at

Bank D
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THANK YOU FOR YOUR ATTENTION!

The EU-Japan Digital Week is an initiative under the EU-Japan Digital Partnership and is supported by the following projects and organisations
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